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It is really important to chat with
your children on an ongoing
basis about staying safe online.
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Not sure where to begin? These
conversation starter suggestions can help.
1

Ask your children to tell you about the sites they like to visit and
what they enjoy doing online.

2

Ask them about how they stay safe online. What tips do they have
for you, and where did they learn them? What is OK and not OK to
share?

3

Ask them if they know where to go for help, where to find the safety
advice, privacy settings and how to report or block on the services
they use.

4

Encourage them to help someone! Perhaps they can show you how
to do something better online or they might have a friend who would
benefit from their help and support.

5

Think about how you each use the internet. What more could you
do to use the internet together? Are there activities that you could

http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/have-a-conversation

Tips and
advice

www.childnet.com/parents
and-carers
Childnet, partners in
the UKSIC, have
everything you need
to know, including
where to go for help,
in-depth 'hot topics'
on key issues like
cyberbullying and
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enjoy as a family?

sexting, and a
glossary to help you
stay up to speed.

Share these resources with
your children:
To start a conversation about staying safe online, perhaps you could read
our storybooks or watch a short film together.

Resources for 3-11s

Perspectives
from parents
across the UK:

Resources for 11-19s

More advice for parents

Childnet's Parent and Carers Zone
Website

Family agreement about being
online - template
Website

Common Sense Media
Website

http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/have-a-conversation
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Internet Matters - information,
advice and support on internet
safety
Website

Be safe online - a guide for parents
from AVG
Website

TalkTalk’s quiz: see how your
internet know-how stacks up
against a ten-year old
Website

A Parent's Guide to Dealing with
Sexting
PDF Format (152.23 KB)

Short films from the BBC: develop
online skills and make the most of
your mobile, tablet, computer or
interactive TV
Website

The Digital Universe of Your Children
- film from European Schoolnet
Website

Top ten online safety tips from BBC

http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/have-a-conversation
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WebWise
Website

Thinkuknow - advice from CEOP
Website

Know the Net Quiz - test your
knowledge of young people's
internet lingo
Website

Vodafone Digital Parenting
Magazine
Website
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Gaming devices provide a variety of interesting activities
and ways for young people to engage with their friends
and families. However, it is important to be aware of
what these devices can do and how you can talk with
your child to help them to use this technology in safe
and positive way. All modern gaming devices offer
parental controls to help you manage how your child
uses their device, but these do need to be set up in

Parental controls
Parents’ Guide to Technology
Smartphones
Gaming devices
Internet-enabled devices

Teachers and professionals

order for them to be operational.
Save or print these questions

Three steps for parents:
1

Understand the capabilities of gaming devices and how you
as a parent can support your child to be smart and safe in
their gaming. To help, read the FAQs below. If you are buying a
gaming device, why not print our Shopper’s Checklist and ask these
questions in the shop?

2

Find out about the parental controls available - it helps if you
are the one to set up the gaming device so you are in control

http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parents-guide-to-technology/gaming-devices/how-to-stay-safe/
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of these. Gaming devices have parental controls to help parents
manage their children’s gaming, for example, to prevent internet
browsing or restrict access to age-restricted games (see our tips
for Nintendo, Xbox or PlayStation devices). Find out about PEGI age
ratings to help you decide which games are appropriate for your
child’s age.
3

Talk with your child about safe and responsible gaming and
agree a set of family rules. Perhaps you could agree rules with
your child about how long they are allowed to play for, how they
should behave towards other gamers and agree rules about not
meeting up with people they have only met online. See our Family
Agreement for more ideas. Remember that gaming devices like the
Xbox 360, Wii and PSP connect to the internet, so the same advice
and rules for keeping safe online apply.

FAQs: Your questions answered
Gaming
How do I know which games are appropriate/ suitable for my child?
The Pan European Game Information (PEGI) age rating system exists to
help parents make informed decisions about buying computer games,
similar to the BBFC ratings for films. The rating on a game confirms that it
is suitable for players over a certain age, but is not indicative of the level of
difficulty.
PEGI age labels appear on the front and back of games packaging.
Additional ‘descriptors’ shown on the back of the packaging indicate the
main reasons why a game has received a particular age rating. Parents
should be particularly aware of the ‘online gameplay’ descriptor which
indicates whether a game can be played online.
Encourage your child to only access online games that are appropriate for
their age and always check the age rating on any game before buying it for
your child, as well as considering whether it has an online component.
Games consoles have parental controls so that you can restrict your child
from accessing games which are not appropriate for their age.

http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parents-guide-to-technology/gaming-devices/how-to-stay-safe/
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How long should I let my child play games for?
Consider what is appropriate for the users in your house and their gaming
needs. This may depend on the type of game they are playing, for
example, quest based games are unlikely to be completed within half an
hour. Talk with your children about family rules for playing games online,
which could cover safety considerations as well as play time limits. You
may find it more appropriate to set a weekly quota for their internet use or
to agree that certain games should only be played at a weekend. Some
games consoles, like the Xbox 360, have a timer so that the console
switches off after the allowed time. UKIE, the body that represents the
interactive entertainment industry in the UK recommends that all games
should form part of a healthy and balanced lifestyle and recommend that
games
players
should take five minute breaks every 45–60 minutes.
Internet
access
How can my child access the internet using their gaming device?
Can I control this access?
Gaming devices can connect to your home internet or wifi hotspots to
support a range of functions, from playing games online with people,
watching films and browsing the internet. It is helpful to find out all of the
online functions that the device has and consider any parental controls
that might be relevant. You can speak to your home internet service
provider to see if they have options for filtering the internet on devices
accessing your home internet. For example, TalkTalk customers can
activate HomeSafe to help filter the internet on all connected devices.
Teach your children our SMART rules for internet safety, which apply to
online
gaming as well as any other online activities.
Communication
How might my child communicate with people using their gaming
device?
Many games offer users the ability to chat with other gamers while playing.
Players can ‘talk’ by using Instant Messenger style messages which are
typed during the game and they can often use voice chat (made possible
through in-built microphones or headsets, depending on the console)
which is similar to talking on the phone. Some consoles even have video
chat functions. It is always a good idea to find out what chat functions are
available, so that you understand how your child could be using their
console.
Parental control tools are available, which can limit certain functions in
games, including chat. Make sure your children know how to protect their
privacy; advise them never to give out any personal information, pictures of
themselves, or agree to meet someone in person, either when using online
http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parents-guide-to-technology/gaming-devices/how-to-stay-safe/
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chat or sharing information in their user profile. If your child does play
against people they don’t know, make sure they know how to block and
report other players and use the mute function which can disable chat in
many games.
Encourage your child to use an appropriate screen or character name
(also
follow the behaviour
rules of thebygame.
These
names
Whatcalled
shouldgamertags)
I do about that
inappropriate
another
user?
should
not
reveal
any
personal
information
or
potentially
invite
harassment.
What does my child need to know in order to stay safe?
In addition to chatting within a game, many gamers chat on community
Help
child sites
communicate
safelythey are playing. Gamers
forums your
and content
related to the games
use these sites to exchange information about the games as well as to
provide tips
andinteractivity
hints to others.
It is important
yourthat
child
to
Because
of the
of gaming
devices, to
theencourage
same advice
you
remember
to
respect
their
privacy
on
these
sites
too
and
make
sure
they
give your child about keeping safe online also applies. Speak to your child
know how
to report any
theyanyone
encounter.
about
the importance
of issues
not giving
any personal information, such
as their phone number, school or address, or meeting up with anyone they
don’t know in real life.Encourage your child to tell you if anything makes
them uncomfortable or upset. Make sure that they know how to block and
report other players and use the mute function which can disable chat in
many games.

What to do about inappropriate behaviour by another
user
While many young people experience gaming and the internet as a
positive and integral part of their life, be aware that cyberbullying by
‘griefers’ can occur when playing games. If your child is being harassed by
another player on a game, follow the game’s grief-reporting guide to report
this behaviour to the game provider and encourage your child to block that
user.
There is no single solution to the problem of cyberbullying, but there are
steps that you can take to help prevent cyberbullying and support your
child if they are experiencing cyberbullying. Read our advice for parents
and carers on page 5 of the Cyberbullying leaflet and talk to your child,
Films,
and
TV for children and young people as a starting
using themusic
seven key
messages
point.
How can my child access music, films and TV using their gaming
If you suspect that your child is or has been the subject of an inappropriate
device?
sexual contact or approach by another person you should report this to
Child Exploitation and Online Protection Centre at www.ceop.police.uk in
the
UK, or internationally at www.virtualglobaltaskforce.com.
Costs
How can I ensure that my child doesn’t run up a big bill when using
their gaming device?
What else should I consider?

http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parents-guide-to-technology/gaming-devices/how-to-stay-safe/
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Cyberbullying
Cyberbullying is when someone uses technology,
such as the internet or a mobile device to bully
others.
Being a victim of cyberbullying can be very distressing for a young
person and occasionally they don’t know who is bullying
them. Cyberbullying includes things such as sending nasty text
messages or emails, or setting up a hate group on a social
networking site. The bullying may also happen 24/7 and the victim
is often targeted even when they are in the comfort of their own
home. Images and text messages can be circulated very quickly
and widely on the internet which can make it difficult to combat
cyberbullying.

Tips to help with cyberbullying

2

My Account

Teachers and Professionals Parents and Carers

Press and Policy

1

Contact us

Don’t deny access to technology: this may prevent your
child from speaking to you about cyberbullying. When we
asked a group of pupils about why they wouldn’t tell
someone, if they were being cyberbullied, their main
response was that they were worried the technology that
they use on a daily basis would be taken away from them.
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Watch:

Let’s Fight It
Together
An award winning film for 11 to 14 year
olds that illustrates the hurt and pain
that can be caused by cyberbullying.

Discuss cyberbullying with your child: explore the tools
available together and know how to report nasty
messages.

http://www.childnet.com/parents-and-carers/hot-topics/cyberbullying
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3

Save the evidence: encourage your child to save the
evidence of any messages they receive. This is so they have
something to show when they do report the cyberbullying.

4

Don’t reply: most of the time the bully is looking for a
reaction when they’re teasing or calling someone nasty
names. Tell your child not to reply, if they do they’re giving
the bully exactly what they want. Instead, they should tell
someone about what they have seen.
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Gaming
Online gaming is hugely popular with children and
young people. Recent research shows that
gaming is one of the top activities enjoyed by 916 year olds online, with gaming more popular
than social networking.
From sport related games, to mission based games and quests
inspiring users to complete challenges, interactive games cater
for a wide range of interests, and can enable users to link up and
play together.Games can provide a fun and social form of
entertainment often encouraging teamwork and cooperation when
played with others.
Just like offline games, they can have educational benefits, and be
used, for example, to develop skills and
understanding. Traditionally, games could be bought from shops,
often in the form of a disk for use on a PC or console. Now, games
can also be downloaded online. Games are played on many
platforms, with those bought in shops often having an online
component to them. Internet connectivity in a game adds a new
opportunity for gamers as it allows players to find and play against,
or with, other players from around the world (in a multi-player
game).
There are many ways for users to play games online. This includes
free games found on the internet, games on mobile phones and
handheld consoles, as well as downloadable and boxed games on
PCs and consoles such as the PlayStation, Nintendo Wii or Xbox.
http://www.childnet.com/parents-and-carers/hot-topics/gaming
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Useful links:

Playstation Network
Support
Website

Xbox

Support
Website

PEGI
Website
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Top tips for online gaming:
1

It may seem daunting, but one of the best things
parents and carers can do is to engage with the
gaming environment and begin to understand what
makes it is so attractive to young people as well as
the types of activities that they enjoy!

2

Talk with your children about the types of game(s) they
are playing. Are they role-playing games, sports
games, strategy games or first person shooters? If
you’re not sure what they are, ask them to show you
how they play and have a go yourself.

3

Some games may offer children the chance to chat
with other players by voice and text. Ask them who
they are playing with and find out if they are talking to
other players. If chat is available, look at the type of
language that is used by other players.

Nintendo Support
Website

Online Gaming: An
introduction for
parents and
teachers
This leaflet provides a wealth of online
gaming safety advice for parents and

4

Look out for age ratings and familiarise yourself with
the PEGI icons on games. The PEGI classification
gives you a clear indication whether a game is suitable
for your child.

carers, teachers and professionals.

Internet safety advice is directly applicable to the gaming
environment because of the risks that are present. It is essential
that children are aware of these issues and are given the skills and
knowledge to help manage and reduce these risks, with the help of
those around them. For primary aged children, the SMART rules
offer straightforward memorable safety messages that can be
applied to online gaming and the five accompanying cartoons are
available within our resource bank.
For older (secondary aged) children, other safety considerations
may need to be addressed in more detail, including content,
contact, conduct and commercial risks.These discussions may
cover age ratings and inappropriate material available online,
unwanted contact from others online who may wish to bully or
abuse them, risks caused by a child's own behaviour or the
behaviour of others, and advertising or financial risks.

http://www.childnet.com/parents-and-carers/hot-topics/gaming
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Children and young people love playing games. In fact,
it is often through games that children first start to use
technology. According to Ofcom, nearly half of children
aged 5-7 have a games console in their bedroom, rising
to seven in ten 8-15 year olds.

Parental controls
Parents’ Guide to Technology
Smartphones
Gaming devices
Internet-enabled devices

Teachers and professionals
Handheld Games: Handheld games are played on small consoles.
Some of the current popular handheld consoles are the Nintendo
DSi, 3DS and the Sony PlayStation Portable (PSP). These devices
can access the internet wirelessly, and allow for playing games with
others online.

Consoles: These devices, like the PlayStation 3, Xbox 360 and
Nintendo Wii, are designed to work with a TV. Consoles like these
are capable of connecting to the internet via a home internet
connection just like other computers. This allows users to download
games or 'expansions' to existing games as well as playing online,
although a subscription may be required for this. All of the three
main manufacturers (Nintendo, Sony and Microsoft) include parental
control functions in their consoles that are linked to age ratings
systems.

http://www.saferinternet.org.uk/advice-and-resources/parents-and-carers/parents-guide-to-technology/gaming-devices

Page 1 of 3

Gaming devices - Safer Internet Centre

08/10/2014 22:48

From sport related games to mission based games and quests inspiring
users to complete challenges, interactive games cater for a wide range of
interests, and can enable users to link up and play together.
Games can provide a fun and social form of entertainment often
encouraging teamwork and cooperation when played with others. Just like
offline games, they can have educational benefits, helping to develop skills
and understanding.
Today's games consoles have in-built wireless so they can connect to your
home internet or other wifi hotspots. This enables a wide range of online
functions, such as playing with or against people online (in a multi-player
game), viewing films and TV, storing photos and music, browsing the web
and chatting to friends.
Internet safety advice is directly applicable to gaming devices because
risks of Content, Contact, Conduct and Commercialism also apply:
Content: age-inappropriate material can be available to children in
games and through online services
Some games might not be suitable for your child's age - they may contain
violent or sexually-explicit content. The quality of graphics in many games
is very high, so the games can appear very realistic. Many devices allow
users to browse the internet, and watch films and TV, and some of the
content available
not appropriate
for children.
Contact:
potentialiscontact
from someone
who may wish to bully or
abuse them
Many games allow gamers to play against people online, potentially from
all around the world. While gaming you can communicate with people by
text, voice or video chat. This might mean your child is exposed to
offensive or aggressive language from other players. Bullying can also
happen, which is known as 'griefing' in games, when players single out
others specifically to make their gaming experience less enjoyable. Young
people can
also make
vulnerable
to contact
by others’
those with a
Conduct:
children
maythemselves
be at risk because
of their
own and
sexual
interest
in
children
if
they
give
out
their
personal
details.
behaviour
Specific conduct risks for gamers include excessive use to the detriment
of other aspects of their lives. This is sometimes referred to as 'addiction'.
Gamers also need to think about their own behaviour and attitude towards
other players, as well as the importance of not sharing any personal
information.
Commercialism: young people can be unaware of hidden costs and
advertising
There have been cases where children and young people have got into
difficulty by inadvertently running up bills when playing games online.
Some young people may also not be aware of advertising in games, for
example, within the game there might be a billboard advertising a real-life
product, or the whole game might be designed to promote particular
products or brands.
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Top tips for

iPad

This guide provides specific tips to help you support your child to use their iPad safely
and responsibly. For general advice about safe use read our parents’ guide about internetenabled devices1.

The Basics
What do young people do with iPads?
iPad users can browse the internet, play games, listen to music,
go on Facebook, email, take pictures and videos, and watch TV
and videos.

Are there parental controls?

»» Multiplayer gaming: In the Game Centre app on newer iPads
you can play games against friends and strangers from around
the world. You can invite someone by sending a friend request
using their nickname or email address, then they will appear in
the Friends List in the Game Centre. You can choose settings to
prevent Multiplayer Games and Adding Friends. Find the parental
control settings and in the Game Centre section select Off for
Multiplayer Games and Adding Friends.

iPads are equipped with parental control settings on the device,
but these need to be activated. All children are different and as
a parent or carer you need to think about what would help your
child stay safe when using their iPad.

Also, see the next section on apps – to manage which other apps
your child uses to communicate you can prevent your child using
apps at all, or you can prevent them from downloading new apps.

How do I find the iPad parental control settings?

2. Think about apps

Parental control settings for the iPad are all in one place. In
Settings, select General and then Restrictions. To switch on
parental controls, click on Enable Restrictions and then decide
and set the Restrictions Passcode. Then select Off for the
functions you wish to disable. These include options to disable
the internet browser and set up age restrictions for apps.

5 safety tips for the iPad
1. Communicate safely
While they don’t allow texting and calling in the same way as
phones, these devices do provide a wide range of communication
channels – instant messaging apps, social networking, video
calling, chatting to other players in games and emailing to name a
few. Talk with your child about how they use their iPad
to communicate.
Encourage your child to think about what they say, send or post
when using their device; once it has been sent, they are no longer
in control. The internet is the same whether accessed through a
tablet or from a computer – so internet safety rules like the SMART
rules2 apply to the iPad too.

Familiarise yourself with the iPad App Store so you know what
apps are like and what apps are out there. There are sections in
the App store for ‘Education’ and ‘Family and Kids’. There are also
apps available which help with parental controls or filtering ageinappropriate material.
Every app will have an age rating and customer reviews. It’s
worth remembering that app age ratings are provided by the
app developer so may not always be equivalent to standard
ratings such as the BBFC ratings for films3 or the PEGI rating for
games4. Decide with your child which apps are suitable for them to
download and use.
On the iPad there are parental controls which can help you:
»» Ensure your child can only download age-appropriate apps
You can set access permissions based on age rating. In the
parental control settings, go to the Allowed Content section and
select Apps. Then you can select the maximum age rating allowed.
Another option is to choose Don’t allow apps, which will hide all
apps except those on the iPad automatically, such as Safari, Maps
and iPod.
»» Prevent ‘in-app purchases’

»» Ping: an instant messaging app

In-app purchases often occur in games, but young people may not
be aware this is a ‘real money’ purchase. You will be asked to enter
your iTunes Store Account password to make an in-app purchase,
but be aware if you are on an older operating system (before the
4.3 iOS update) there is a 15 minute window where purchases
can be made without re-entering the password. To prevent in-app
purchases go to the parental controls and select Off for
In-App Purchases.

1 www.saferinternet.org.uk/advice-and-resources/a-parents-guide/internet-enabled-devices
2 www.kidsmart.org.uk/beingsmart

3 www.bbfc.co.uk
4 www.pegi.info

There are tools available which can block some communication
apps. For example there are parental control settings on the iPad to
disable the following functions:
»» FaceTime: a video calling app

»» Plus, learn how to report inappropriate apps
If you do come across an inappropriate app (or if you think the age
rating isn’t right) you can report it to Apple at:
http://support.apple.com/kb/ht1933.

3. Surf the internet safely
Like all tablets, the iPad has internet access, and users can browse
the web using Safari. In the same way that some parents choose to
use filters on computers, there are many options for limiting internet
access. You can speak to your home internet provider to see if they
have any options for filtering internet access. If you have signed up
to a 3G contract, you could speak to your mobile operator about
filtering options. There are also some apps designed to help filter
web access. However, filtering isn’t always 100% effective and
should not replace a conversation between parents/carers and
children about safe and responsible internet use and knowing what
to do if something goes wrong.
See the FAQ about internet access in our How to Stay Safe Guide5
for more information.
There are parental control settings to disable the following
iPad functions:
»» Safari: the internet browser (like Internet Explorer or Google
Chrome on a computer)
»» YouTube: this is an app for the very popular website for
uploading, sharing or viewing videos. You could disable this as
there may be some content which is not appropriate for your
child. (Bear in mind that if they have Safari they could still access
the YouTube website).

4. Understand access to Music,
Films and TV
On the iPad, the iTunes Store allows you to purchase music,
films, TV programmes and music videos. Some of this may not
appropriate for children (and there may be costs) so there are some
settings which can help with this (though note that these settings
only work for content at the iTunes Store, not all content
available online).
On the iPad there are parental controls which can help you:
»» Set age restrictions for TV, Films and Music in the iTunes Store
Find the parental control settings and select the maximum age
ratings you wish to allow for Music and Podcasts, Movies, and TV
Shows. It is a good idea to select your country in Ratings for, as
ratings do vary from country to country.
»» Prevent your child downloading films, TV or music in the
iTunes Store
Find the parental control settings and select Off for iTunes. This
setting switches off iTunes Store so that your child cannot download
any new Films, TV or Music. They will still be able to access content
which they have uploaded from an iTunes account on a computer;
you can change the settings on iTunes on your computer as well,
setting up age restrictions or disabling the iTunes Store.

5 www.saferinternet.org.uk/advice-and-resources/a-parents-guide/internet-enabled-devices/howto-stay-safe
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5. Protect personal information
Most users have a lot of personal information stored on their
devices, including photos and videos, and they may also have
automatic logins set up for email, social networking and
bank accounts.
Set a passcode
It is always a good idea to set a Passcode, so that if someone
does steal or find your iPad then they can’t access any personal
information you may have stored on it.
In Settings select General. Then select Passcode Lock. In Require
Passcode you can select how long your iPad should wait before
locking. By selecting Erase Data your iPad will delete all data after
ten attempts at the passcode (although young people may wish to
switch this Off if they are worried friends might do this as a prank!).
Prevent your child from sharing their location
Location services allow applications such as maps and social
networks to pinpoint your location.
You can disable Location services on iPads by going to the parental
controls and selecting Off for Location.
Newer iPads have more tailored settings. You could, for example,
disable location services for Facebook but allow your location to
be used in Maps so you can find out where you are. Have a look
through the different options and decide what is appropriate for
your child. By then selecting Don’t allow changes this locks the
app-specific settings you have chosen and would prevent any new
apps from using location services.

Further Information
Check out the websites of your
mobile provider to see what support
they provide.
Find out about apps in the iPad App Store:

www.apple.com/ipad/from-the-app-store
Read Apple’s advice about iPad parental restrictions:

http://support.apple.com/kb/ht4213
To find out more about social networking sites like Facebook,
see Childnet’s social networking guide for parents:

www.childnet.com/downloads/blog_safety.pdf
Childnet’s Chatdanger site, www.chatdanger.com, offers
guidance about chatting on the internet.
For more advice for parents about helping children stay safe
online, see Know IT All for parents:

www.childnet.com/kia
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Top tips for

iPhone
This guide provides specific tips to help you support your child to use their iPhone safely and
responsibly. You can contact your mobile provider for further advice and information about
parental controls they may offer. For general advice about safe smartphone use read our
Smartphone parents’ guide1.

The Basics
What do young people do with their iPhones?
In addition to making calls, iPhone users can text, listen to music,
go on Facebook, email, browse the internet, take pictures and
videos, play games and watch TV and videos.

Are there parental controls?
iPhones are equipped with parental control settings on the
device, but these need to be activated. All children are different
and as a parent or carer you need to think about what would
help your child stay safe when using their iPhone.

»» FaceTime: a video calling app
»» Ping: an instant messaging app
»» Multiplayer gaming: In the Game Centre app on newer iPhones
you can play games against friends and strangers from around
the world. You can invite someone by sending a friend request
using their nickname or email address, then they will appear in
the Friends List in the Game Centre. You can choose settings to
prevent Multiplayer Games and Adding Friends. Find the parental
control settings and in the Game Centre section select Off for
Multiplayer Games and Adding Friends.
Also, see the next section on apps – to manage which other apps
your child uses to communicate you can prevent your child using
apps at all, or you can prevent them from downloading new apps.

How do I find the iPhone parental control
settings?

2. Think about apps

Parental control settings for the iPhone are all in one place. In
Settings, select General and then Restrictions. To switch on
parental controls, click on Enable Restrictions and then decide
and set the Restrictions Passcode. Then select Off for the
functions you wish to disable. These include options to disable
the internet browser and set up age restrictions for apps.

Familiarise yourself with the iPhone App Store so you know what
apps are like and what apps are out there. There are sections in
the App store for ‘Education’ and ‘Family and Kids’. There are also
apps available which help with parental controls or filtering ageinappropriate material.

5 safety tips for the
iPhone
1. Communicate safely
All smartphones offer many ways to communicate; including
texting, calling, accessing social networking sites (like Facebook),
instant messaging, video calling and multiplayer games. Talk with
your child about how they use their iPhone to communicate.
Encourage your child to think about what they say, send or post
when using their phone; once it has been sent, they are no longer
in control. The internet is the same whether accessed through a
phone or from a computer – so internet safety rules like the SMART
rules2 apply to phones too.
There are tools available which can block some communication
apps. For example there are parental control settings on the iPhone
to disable the following functions:
1 www.saferinternet.org.uk/advice-and-resources/a-parents-guide/smartphones
2 www.kidsmart.org.uk/beingsmart

Every app will have an age rating and customer reviews. It’s
worth remembering that app age ratings are provided by the
app developer so may not always be equivalent to standard
ratings such as the BBFC ratings for films3 or the PEGI rating for
games4. Decide with your child which apps are suitable for them to
download and use.
On the iPhone there are parental controls which can help you:
»» Ensure your child can only download age-appropriate apps
You can set access permissions based on age rating. In the
parental control settings, go to the Allowed Content section and
select Apps. Then you can select the maximum age rating allowed.
Another option is to choose Don’t allow apps, which will hide all
apps except those on the iPhone automatically, such as Safari,
Maps and iPod.
»» Prevent ‘in-app purchases’
In-app purchases often occur in games, but young people may not
be aware this is a ‘real money’ purchase. You will be asked to enter
your iTunes Store Account password to make an in-app purchase,
but be aware if you are on an older operating system (before the
4.3 iOS update) there is a 15 minute window where purchases can
be made without re-entering the password.
3 www.bbfc.co.uk
4 www.pegi.info

To prevent in-app purchases go to the parental controls and select
Off for In-App Purchases.
»» Plus, learn how to report inappropriate apps
If you do come across an inappropriate app (or if you think the age
rating isn’t right) you can report it to Apple at:
http://support.apple.com/kb/ht1933.

3. Surf the internet safely
Like all smartphones, the iPhone has internet access, and users can
browse the web using Safari. In the same way that some parents
choose to use filters on computers, there are many options for
limiting internet access.
See the FAQ about internet access in our How to Stay Safe Guide5
for more information about filtering options from your mobile
network provider and your home internet service provider. There are
some apps designed to help filter web access. However, filtering
isn’t always 100% effective and should not replace a conversation
between parents/carers and children about safe and responsible
internet use and knowing what to do if something goes wrong.
There are parental control settings to disable the following
iPhone functions:
»» Safari: the internet browser (like Internet Explorer or Google
Chrome on a computer)
»» YouTube: this is an app for the very popular website for
uploading, sharing or viewing videos. You could disable this as
there may be some content which is not appropriate for your
child. (Bear in mind that if they have Safari they could still access
the YouTube website).

4. Understand access to Music,
Films and TV
On the iPhone, the iTunes Store allows you to purchase music,
films, TV programmes and music videos. Some of this may not
appropriate for children (and there may be costs) so there are some
settings which can help with this (though note that these settings
only work for content at the iTunes Store, not all content
available online).

5. Protect personal information
Many users have a lot of personal information stored on their
smartphone, including photos and videos, and they may also
have automatic logins set up for email, social networking and
bank accounts.
Set a passcode
It is always a good idea to set a Passcode, so if someone does steal
or find your phone then they can’t access any personal information
you may have stored on it.
In Settings select General. Then select Passcode Lock. In Require
Passcode you can select how long your phone should wait before
locking. By selecting Erase Data your iPhone will delete all data
after ten attempts at the passcode (although young people may
wish to switch this Off if they are worried friends might do this as
a prank!).
Prevent your child from sharing their location
Location services allow applications such as maps and social
networks to pinpoint your location.
You can disable Location services on iPhones by going to the
parental controls and selecting Off for Location.
Newer iPhones (eg. iPhone 4 and 4S) have more tailored settings.
You could, for example, disable location services for Facebook but
allow your location to be used in Maps so you can find out where
you are. Have a look through the different options and decide what
is appropriate for your child. By then selecting Don’t allow changes
this locks the app-specific settings you have chosen and would
prevent any new apps from using location services.

Further Information
Check out the websites of your
mobile provider to see what support
they provide.
Find out about apps in the iPhone App Store:

On the iPhone there are parental controls which can help you:

www.apple.com/iphone/from-the-app-store

»» Set age restrictions for TV, Films and Music in the iTunes Store

Read Apple’s advice about iPhone parental restrictions:

Find the parental control settings and select the maximum age
ratings you wish to allow for Music and Podcasts, Movies, and TV
Shows. It is a good idea to select your country in Ratings for, as
ratings do vary from country to country.

To find out more about social networking sites like Facebook, see
Childnet’s social networking guide for parents:

»» Prevent your child downloading films, TV or music in the
iTunes Store
Find the parental control settings and select Off for iTunes. This
setting switches off iTunes Store so that your child cannot download
any new Films, TV or Music. They will still be able to access content
which they have uploaded from an iTunes account on a computer;
you can change the settings on iTunes on your computer as well,
setting up age restrictions or disabling the iTunes Store.

5 www.saferinternet.org.uk/advice-and-resources/a-parents-guide/smartphones/how-to-stay-safe
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http://support.apple.com/kb/ht4213

www.childnet.com/downloads/blog_safety.pdf
Childnet’s Chatdanger site, www.chatdanger.com, offers
guidance about chatting on the internet.
For more advice for parents about helping children stay safe
online, see Know IT All for parents:

www.childnet.com/kia
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Top tips for

PlayStation
This guide provides some specific advice about setting up parental controls on your
PlayStation3 or PSP. To learn more about safe and responsible gaming read our How to Stay
Safe Guide1.

The Basics
Gaming devices, like the PS3 and PSP, provide a wide range of
exciting activities for young people. These devices have in-built
wireless so they can connect to your home internet or other wifi
hotspots if you sign up to the PlayStation Network. This enables
many online functions such as playing with people online,
viewing films and TV, purchasing games online, browsing the
web and chatting to friends via text, voice and video chat.
PlayStation devices such as the PS3 and PSP have a range of
free parental controls. These can be found on the PlayStation
Network account (to cover all of the online services) and on the
PS3 or PSP console (for offline functions). You need to activate
the console parental control settings, for example, to prevent
your child playing age-restricted games from a disc or to
set up a Family Timer. PlayStation Network parental controls
are a bit easier; by registering with your child’s correct age
for their PlayStation Network account there will be automatic
safety settings in place, for example, preventing your child
downloading games from the online store which are not ageappropriate. You could also speak to your home internet service
provider to see if they have options for filtering the internet on
devices accessing your home internet. For example, TalkTalk
customers can activate HomeSafe2.
What is the PlayStation Network? The PSN is an online network
which allows you to use your device to play games with people
online, access online music, films and TV, and browse the web. It
is free to use (though you do need broadband internet access!).

Three steps for parents
1. Understand the capabilities of gaming devices and how
you as a parent can support your child to be smart and safe
in their gaming. To help, read our How to Stay Safe Guide1.
2. Find out about the parental controls available - it helps if
you are the one to set up the gaming device so you are in
control of these. Gaming devices have parental controls to help
parents manage their children’s gaming; see the advice below
for the PlayStation 3 and PSP. Find out about PEGI age ratings3
to help you decide which games are appropriate for your
child’s age.
3. Talk with your child about safe and responsible gaming
and agree a set of family rules. Perhaps you could agree rules
with your child about how long they are allowed to play for,
how they should behave towards other gamers and agree rules
about not meeting up with people they have only met online.
See our Family Agreement4 for more ideas. Remember that
gaming devices like the PS3 and PSP connect to the internet, so
the same advice and rules for keeping safe online apply.

Understanding parental
controls on the PS3
and PSP
PlayStation devices such as the PS3 and PSP have a range of free
parental controls. These can be found on the PlayStation Network
account (to cover all of the online services) and on the PS3 or PSP
console (for offline functions).

1. Registering with the PlayStation
Network sets up automatic
parental controls
PlayStation devices, like the PS3 or PSP, can connect to the internet
by joining the PlayStation Network (or PSN), which is an optional
service allowing users to play games with people online, access
online music, films and TV, and browse the web. Parental control
options allow you to manage how your child uses their device. If
you decide to sign up to the PSN, then when you register, automatic
parental control settings will be set up for children.
See the PlayStation advice about how to set up the PSN either
from a PS3 or PSP5 or from a computer6.
Set up the PlayStation Network:
You need to set up your own PlayStation Network ‘Master Account’
and register your children as ‘Sub Accounts’. Make sure you register
each of your children with their correct age, so that automatic
parental control settings are in place. You are then in control of your
children’s Sub Accounts. This is the same for both PlayStation 3
and PSP.
How to find parental control options:
By registering your child’s Sub Account with their correct age,
parental control settings will automatically be in place. For example,
communication by text, voice or video is blocked for children, and
content restriction settings will prevent your child accessing any
games, film, music and TV online which are not appropriate for
their age.
You can check these automatic parental controls and make any
changes by signing into your Master Account and selecting
Account Management, then Sub Account Management, then
Parental Control.
1
2
3
4
5
6

www.saferinternet.org.uk/advice-and-resources/a-parents-guide/gaming-devices/how-tostay-safe
www.tinyurl.com/6lpvo3z
www.pegi.info
www.digizen.org/digicentral/family-agreement.aspx
www.tinyurl.com/73qjfag
http://uk.playstation.com/registration

2. Select parental controls on the
console (eg. PS3 or PSP)
You can put in place settings on the console to control which
games and films can be accessed, and restrict internet access.
The parental control settings on the console are not set up
automatically, so you will need to change the settings as
appropriate for your child.
How to find the parental control options:
»» Switch on the PlayStation 3 or PSP and find Settings in the main
menu on the console
»» Select Security Settings. Decide which parental control settings
are appropriate for your child by reading through these questions.
You can also read PlayStation’s instructions .
8

These parental control options are particularly helpful:
»» Restrict access to games based on age rating: To prevent your
child from accessing age-restricted games, you need to select the
appropriate age rating in the parental controls settings.
The relationship between the PEGI age rating for games and the
PlayStation parental control level:
– Parental control level 9

– Parental control level 7

– Parental control level 5

– Parental control level 3

– Parental control level 2

So if your child was 12, you would only want them to play games
that had a PEGI rating of 12 or under, therefore you would select
Parental Control level 5 on the PlayStation.
»» Restrict access to films based on age rating: To prevent your
child from accessing age-restricted films, you need to select the
appropriate age rating for DVDs (under DVD Parental control)
and Blu-ray Discs (under BD Parental control) in the parental
controls settings. It is a good idea to select your country under
BD/ DVD Parental Control Region Code, as different countries
have different age rating systems.
The relationship between the BBFC age rating for films and the
PlayStation parental control level:
– Parental control level 10

– Parental control level 7

– Parental control level 5

– Parental control level 3

– Parental control level 1

So if your child was 15, you would only want them to watch films
that had a BBFC rating of 15 or under, therefore you would select
Parental Control level 6 on the PlayStation.

7 www.tinyurl.com/7lsa8h5
8 www.tinyurl.com/869flpc

»» Restrict internet access: You can prevent access to the internet
browser by selecting On for the Internet Browser Start Control
option. If you would like to browse the internet together with
your child, you can just enter the passcode to enable internet
browsing. If you would prefer to allow internet browsing, but
have filters in place to reduce the likelihood of coming across
inappropriate content, you could pay to use PlayStations filtering
service on the PSP9 or PS310, or you could speak to your home
internet service provider to see if they have options for filtering the
internet on devices accessing your home internet.

3. Know what to do about
inappropriate contact
PlayStation devices can be used to communicate by text, voice or
video. The PSP has a built-in microphone, although with the PS3 you
need a headset for voice chat, and both require a camera for
video chat.
Speak to your child about what is acceptable behaviour when
communicating via their console. Ensure that your child knows how
to prevent someone from communicating with them and encourage
them to tell you if something has happened.
There are two steps you can take if someone has behaved
inappropriately towards your child:
»» Block the player: Your child can add a person to their block list if
they no longer want to receive messages from that person: Select
a message sent from that that person and press the triangle
button on the controller. Select Add to Block List.
»» Report the player: If it is getting more serious and your child
is being harassed or bullied by someone (which is often called
‘griefing’ in the gaming world) you can report it using the
PlayStation Grief Reporting form11 or often there are in-game
Grief Reporting functions in the games menu, which may be
called something like Report Abuse, Report to a Moderator
or Grief Reporting.
If you suspect that your child is or has been the subject of an
inappropriate sexual contact or approach by another person
you should report this to Child Exploitation and Online Protection
Centre at www.ceop.police.uk in the UK, or internationally at
www.virtualglobaltaskforce.com.

Further Information
Childnet’s gaming leaflet, www.childnet.com/downloads/
Online-gaming.pdf, offers advice about gaming, covering
consoles and web games and apps.
Video games trade body UKIE offers advice about how to play
games safely and sensibly www.ukie.info/playsafe.
Visit the Pan European Game Information website:
www.pegi.info to find out more about age ratings.
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»» Spending limit: Automatic parental control settings for children
will prevent purchases being made. Alternatively, you may like
to put some credit in your Wallet and give your child a monthly
spending limit. See PlayStation’s advice about using your
PlayStation Wallet7.

Consider whether these options would be helpful for
your family:

Check out PlayStation’s parent support page http://
us.PlayStation.com/support/parents/index.htm.
To find out more about social networking, see Childnet’s guide
for parents www.childnet.com/downloads/blog_safety.pdf.
For more advice for parents about online safety see
www.childnet.com/kia.

9 www.tinyurl.com/82y78w6
10 www.tinyurl.com/7qlu327
11 www.tinyurl.com/6ttj4nz
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Consider whether this option would be helpful for your family:

Top tips for

Xbox 360
This guide provides some specific advice about setting up parental controls on your Xbox 360.
To learn more about safe and responsible gaming read our How to Stay Safe Guide1.

Understanding parental
controls on the Xbox 360

The Basics
The Xbox 360 provides a wide range of exciting activities for
young people. The Xbox 360 has in-built wireless so can connect
to your home internet or other wifi hotspots if you sign up to
Xbox LIVE. While this doesn’t allow you to browse the internet,
with an Xbox LIVE account there are many other online functions;
for example, playing with people online, viewing films and TV,
purchasing games online, accessing Facebook and Twitter, and
chatting to friends via text, voice and video chat.
The Xbox 360 has a range of free parental controls. These can
be found on the Xbox LIVE account (to cover all of the online
services) and on the Xbox 360 console (for offline functions).
You need to activate the console parental control settings, for
example, to prevent your child playing age-restricted games or
to set up a Family Timer. Xbox LIVE parental controls are a bit
easier; by registering with your child’s correct age for their Xbox
LIVE account there will be automatic safety settings in place, for
example, preventing your child from communicating by
video chat.

What is Xbox LIVE?
Xbox LIVE is an optional, subscription based service which uses
your broadband internet access to offer online multiplayer
gaming, voice, text and video chat, and multimedia downloads
such as games, movies, and TV shows.

Three steps for parents
1. Understand the capabilities of gaming devices and how
you as a parent can support your child to be smart and safe
in their gaming. To help, read our How to Stay Safe Guide1.

The Xbox 360 has a range of free parental controls. These can be
found on the Xbox LIVE account (to cover all of the online services)
and on the Xbox 360 console (for offline functions).

1. Registering with Xbox LIVE sets up
automatic parental controls
The Xbox 360 can connect to the internet by joining Xbox LIVE,
allowing a range of online functions, such as playing games
against other people and communicating with them by text, audio
or video chat. Parental control options allow you to manage how
your child uses their device. If you decide to sign up to Xbox LIVE,
then when you register, automatic parental control settings will be
set up for children.
Set up Xbox LIVE so that parental control settings are automatic
As a parent, you should be the one to set up your Xbox LIVE
subscription so that you are in control of your child’s account.
Make sure you register each of your children with their correct
age, so that automatic parental control settings are in place.
You will then be prompted to provide parental consent and asked
to create your own Xbox LIVE account so you can manage your
children’s accounts.
How to find the parental control options:
By registering your child’s Xbox LIVE account with their correct
age, parental control settings will automatically be in place. For
example, video chat and profile sharing are blocked automatically
for children. See the Xbox explanation of automatic, or ‘default’,
online safety and privacy settings4.

2. Find out about the parental controls available - it helps if
you are the one to set up the gaming device so you are in
control of these. Gaming devices have parental controls to help
parents manage their children’s gaming; see the advice below
for the Xbox 360. Find out about PEGI age ratings2 to help you
decide which games are appropriate for your child’s age.

You can check the automatic online safety and privacy settings and
make any changes:

3. Talk with your child about safe and responsible gaming
and agree a set of family rules. Perhaps you could agree rules
with your child about how long they are allowed to play for,
how they should behave towards other gamers and agree rules
about not meeting up with people they have only met online.
See our Family Agreement3 for more ideas. Remember that
gaming devices like the Xbox 360 connect to the internet, so the
same advice and rules for keeping safe online apply.

»» Select the child account you would like to place restrictions on.

»» On your Xbox 360, sign into your adult Xbox LIVE account.
»» Go to My Xbox and select Family Centre or Family Settings
(depending on your membership type).
»» Go to Online Safety.
»» Select Change Settings.
»» Choose which parental controls you wish to change.
»» To save your changes, click B on your controller and click Save
and Exit.
1

www.saferinternet.org.uk/advice-and-resources/a-parents-guide/gaming-devices/how-tostay-safe
2 www.pegi.info
3 www.digizen.org/digicentral/family-agreement.aspx
4 www.tinyurl.com/btkjf7r

Think about the following options on your child’s Xbox
LIVE account:
»» Playing games online with other Xbox LIVE players: This
is automatically allowed for all age groups. You can set up a
parental control to prevent this by selecting Online Gameplay
and then choosing Block.
»» Friends: As a parent, you must approve all Xbox LIVE friend
requests for your children, so it is important to think about who
you allow onto this list. ‘Friends’ would be able to contact your
child, for example through voice and text chat, and also would
have access to personal information in your child’s profile. Look at
the ‘Default online safety and privacy settings’5 to see what is
automatically shared with either ‘Friends Only’ or ‘Everyone’, and
see which functions are ‘Blocked’. You could change any of these
default options if you think this would be helpful for your child.

2. Select parental controls on the
Xbox 360 console
You can put in place settings on the console to control which
games, films and TV can be accessed, how long each family
member can use the console and whether or not the family
member can access Xbox LIVE. The parental control settings on the
console are not set up automatically, so you will need to change the
settings as appropriate for your child.
How to find the parental control options:
»» On your Xbox 360, go to My Xbox.
»» Select Console Safety and select On.
»» Enter a 4-digit PIN, called the Pass Code.
»» Choose which parental controls you wish to switch on (see below
for advice).
»» Select Save and Exit to save any changes.
These parental control options are particularly helpful:
»» Ratings and Content: select the PEGI age rating6 that is
appropriate for your child. This ensures your child only plays
games that are appropriate for their age. To play games that have
a higher age rating you will need to enter the 4-digit pass code.
»» Xbox LIVE Membership Creation: this prevents your child
creating a new Xbox LIVE account. (Without this setting, children
could just create another Xbox LIVE account with an incorrect age
to bypass any parental controls on their ‘child’ Xbox LIVE account).
Consider whether these options would be helpful for
your family:
»» Family Timer: You can select this option to set up a Family Timer
which allows you to decide for how long the console can be
used on a daily or weekly basis. There are notifications to warn
the player that their time is running out, and then when the time
expires the console shuts down and can’t be used again until
the timer resets the next day or week. You can prevent this by
entering the pass code.

To begin a conversation with your child about what they could do
if someone behaves in a negative way towards them, you could
talk to your child about their own conduct and the behaviour they
should expect from other users by looking at the Xbox LIVE Code
of Conduct7 together.
There are several steps you can take if someone has behaved
inappropriately towards your child. You should decide the
appropriate action to take in the particular circumstance.
1. Mute the player: From the Xbox Dashboard, open the player’s
profile (select Guide then Friends and then select the player) and
select Mute. You will no longer hear them in the game, but they will
still hear you. To hear them again, open their profile and
select Unmute.
2. Block communications with the player: From the Xbox
Dashboard, open a message from the player and then select Block
Communications. The player will not be able to send you any
messages until you send them one first.
3. Avoid the player: From the Xbox Dashboard, open the player’s
profile (select Guide then Friends and then select the player) and
the select Submit Player Review. Select Avoid This Player. Select a
reason and specific reason why you want to avoid the player.
4. Report the player: If you feel that an Xbox LIVE player has
violated the Xbox LIVE Code of Conduct7 you can file a complaint
against that player (Note: File a player review if they haven’t violated
the code but you want to avoid them). From the Xbox Dashboard,
open the player’s profile (select Guide then Friends and then select
the player) and then select File a Complaint. Select the reasons
why you are filing the complaint. Select File Complaint. Note that
filing a complaint doesn’t mute, block or help you avoid a player, so
you should also take the above three steps to prevent the person
communicating with you.
5. File a complaint from within the game: Some games have a
complaint option. Refer to the documentation that came with
the game.
You can also see the Xbox Support pages on filing complaints and
controlling communications8.
If you suspect that your child is or has been the subject of an
inappropriate sexual contact or approach by another person you
should report this to Child Exploitation and Online Protection
Centre at www.ceop.police.uk in the UK, or internationally at
www.virtualglobaltaskforce.com.

Further Information
Childnet’s gaming leaflet, www.childnet.com/downloads/
Online-gaming.pdf, offers advice about gaming, covering
consoles and web games and apps.
Video games trade body UKIE offers advice about how to play
games safely and sensibly www.ukie.info/playsafe.

»» Xbox LIVE Access: You can select this option to prevent anyone
connecting to Xbox LIVE from this Xbox 360.

Visit the Pan European Game Information website www.pegi.
info to find out more about age ratings.

3) Know what to do about
inappropriate contact

Check out the Xbox LIVE family site www.xbox.com/en-GB/
Live/Family.

With Xbox LIVE you can chat to and message your Xbox LIVE friends
and with upgraded membership you can also video chat with Video
Kinect, play games with friends online and socialise on Facebook
and Twitter.
5
6
7
8

www.tinyurl.com/btkjf7r
www.pegi.info
www.tinyurl.com/7ebsulh
www.tinyurl.com/757qp3n

To find out more about social networking, see Childnet’s guide
for parents www.childnet.com/downloads/blog_safety.pdf.
For more advice for parents about online safety see:
www.childnet.com/kia.
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Snapchat
This popular app has had a recent update and it is now possible to share video as
well as images (see page 2).
Many of the icons and buttons have been re-designed and the whole app has been
“tidied-up”.
What is it?
Snapchat creates a place to be funny, honest or however else you might feel
when you take and share a Snap with family and friends. It’s sharing that lives in
the moment, unless someone decides to save it.
Essentially Snapchat allows users to send images, text and now videos with the
promise that they will disappear after a limited amount of time. Like many other
applications of this sort, users should be 13 or older to use it.
Users are able to decide how long a photo will “live” for once it has been sent –
this can be anything from 1 to 10 seconds. It is interesting that Snapchat
recognise that content can be saved now. Initially many users were enticed by
the very ephemeral nature of the app – an image would only stay on the
recipient’s phone for up to 10 seconds and this could be defined by the sender.
Very quickly users realised that it was possible to take a screen-shot of the image
which could then be repurposed. There are also several apps (SnapSave,
SnapHack) which will take the screen-shot on a users’ behalf, so no matter what
the timer is set to, the image will be captured and saved as a photo. Further
information on some of these other apps can be found here www.yahoo.com/tech/how-to-save-snapchat-pictures-without-the-sender-80875346215.html
Privacy
Click on the menu button to access settings –
users are then able to decide who is able to
send them snaps – this should be set to
MyFriends. It is also possible to block other
users – tap the menu button and then My
Friends, click on a friends name and choose
Block.

Video
To take and send a video rather than a photo, simply hold the capture button down – it will turn
red/pink. Videos can only be up to 15 seconds long and a timer will appear within the button to
indicate how much time is left.

www.saferinternet.org Snapchat May 2014

It is also possible to have a video chat with a friend now if you
have the new/latest version of the app. This is not available to
everyone yet and like many of these things it is being rolled out
slowly. When the app has been updated you will notice a blue
chat bubble next to the names of any friends that have sent you
a text. If you swipe right, this will allow you to chat to that
person.
In order to have a video chat with another user, you both have
to be connected to the internet and have the application open
at the same time. You will know whether this is the case by
looking at the button above your keyboard. If it is yellow then
the other user is not connected – a blue button means that you
can video chat.

In order to keep a video chat going, both users need
to keep their finger on the bubble which appears in
the screen.

www.saferinternet.org Snapchat May 2014
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Social
networking
Social networking sites such as Facebook and
Twitter are very popular with young people, even
those who are of primary age. These types of
sites allow young people to be incredibly creative
online, keep in touch with their friends as well as
sharing photos and videos.
Try to become familiar with social networking sites. Ask your child
about them, create an account yourself and find out about what it
is about. Some sites have information and advice for parents. By
understanding these sites you can help to support your children in
choosing an appropriate site and using it in a safe and constructive
way.
Many sites have a minimum user age of 13, although some
interactive sites are designed specifically for younger children.

Young people need to protect their
online reputation
Young people use social networking sites for many different
purposes; to communicate with their friends, to share content and
to find out new information. You need to remind your child that
http://www.childnet.com/parents-and-carers/hot-topics/social-networking
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FAQs:
Q: My child is
underage, but has
created a social
networking profile.
What should I do?
Q: Can my child
limit who accesses
their profile?
Q: Does my child’s
profile appear in a
public search
engine (eg Google)?
Q: How can I report
inappropriate
behaviour and what
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they need to be careful about what they’re posting online. Children
can sometimes believe that social networking sites are a private
space for them and it can be difficult for them to realise that what
they’re posting online may be publicly visible and can be spread
very quickly to a large audience.
The blur between public and private expression can potentially put
a child at risk in two main ways:

08/10/2014 22:58

happens when I
make a report?

Have you done the
Facebook check
with your child?

Content
Content which is uploaded online can be copied, altered and
reposted by anyone and it is very difficult to ‘take back’ what
may be later regretted. Children who create or post
inappropriate, oﬀensive or even illegal content on their
own or others’ web pages could get them into trouble with
their school, friends and even the police, depending on the
nature of the material.

Contact
Young people need to be aware of how much personal
information they upload onto these sites. If a user of a social
networking site doesn’t protect their information by enabling
the correct privacy settings, they could be exposing their
information to adults with a sexual interest in children.
Posting or chatting about personal details might enable
someone to identify and contact your child online or in
person. Sharing personal information may also increase the
risk of cyberbullying.

Do they know who can see
their profile? Or who can
access their information?
Download the UK Safer Internet
Centre's Facebook Checklist

View our Young People and Social
Networking Sites leaflet
Recommend One person recommends this. Be the first of your friends.

http://www.childnet.com/parents-and-carers/hot-topics/social-networking
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